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Introduction to the Guidance for an Authorisation for Low Level Operation of RPAS for small and medium-sized RPAS/UAS companies.
1 Introduction
This template has been prepared in order to standardise the documentation, required by the authority, that should serve as a verification, that the intended operation fulfils the requirements for a safe operation in all aspects. In other words, it can be understood as an acceptable means of compliance.
The use of this template as verification of a safe operation is limited to those operations where the conventional approach of using existing requirements for operation, initial and continued airworthiness, training etc. is not appropriate due to the small size of the RPAS and/or the small and limited size of the RPAS operation.
The objective of this approach is to use an integrated risk based model which considers human factors, technical and procedural aspects to determine the requirements for a safe operation.
Due to the fact that RPAS for the time being will not have passenger on board, the risk to be considered are:

1. Mid Air Collision (MAC)

2. 3d Party Risk on Ground

3. Catastrophic Disaster Risk on Ground

The concept behind this paper is based on the ASCOS Project concept of accident scenarios, represented as event sequence diagrams (ESD) and fault trees.

To ensure that the ESDs are sufficiently complete, which means that all initiating events are envisaged, all pivotal events are recognized, no safety barrier is forgotten and no base event in fault trees is overlooked, it is required that:

1. The applicant is using the Total Hazard and Risk Assessment, product description and operational documentation for identification of all safety barriers implemented in the design and ensuring that all these safety barriers are considered in ESDs. The applicant is responsible to update the ESD should any inconsistency be found.

2. The authority is reviewing the Total Hazard and Risk Assessment and the resulting ESDs and Fault Trees with experienced people having different points of view.

It is highly recommended, that the applicant works out:
· Part B Authorised operations and Normal Operation Strategy

· Part C Equipment description, Initial and Continued airworthiness, Technical Limitations

· Part D Command, Control and Communication

· Part E Training and qualification programmes

in sequential order to be in the position to develop the Total Hazard and Risk Assessment and the ESD’s in Part F and as a consequence the Operating Procedures, Limitations and Manuals in Part G.
2 How to complete this Manual

This template should serve as a standardised approach to a layout or presentation of the documentation as well as setting a reference level required for approving RPAS operators.
For each point/bullet the text in blue italics is shown for information purposes and to provide explanations, tips and suggested conditions to be considered by each operator. It is up to each operator to utilize this information and adapt it to their unique operations.

As the template is meant to give helpful information to both the simplest one-man operation as well as more complex operations, the final OM may not include all the points/ bullets, but be proportionate to the complexity of the operation.
If the operator is a company, which is positioned under the organisational hierarchy of a larger company or forms a part of a larger company, it may be necessary to adapt and integrate this OM within the company's current Quality Control System and/or Safety Management System. This must be described where appropriate, as well as how the OM fits in, and/or is positioned in the current structure. If the company already has an authorised OM for manned aviation, it is recommended that the OMs should remain separated and include references to other manuals in the existing company's current Quality Control System and/or Safety Management System where appropriate. This is to avoid both OMs having to undergo a full approval process in the case, that changes are made to one of the manuals.
The template specifies the overall layout, with parts/sections and the structure of the chapters. The operator's task is to fill in the relevant information in the right places, enabling the manual to be customised to each company's unique operating requirements. If there are points that are not relevant, N/A (Not Applicable) should be written next to the point at this stage, enabling the competent authority to see, that the point has not been unintentionally left blank.
The OM shall describe and document the way in which the operations are executed by the operator. Which equipment is used, which is the Datalink Strategy and which are the Trainings Requirements for the crew. The operator should also include  any collaboration agreements with other operators and/or service providers. The OM should be designed in such a way that if a new remote pilot joins the organisation, he/she will be able to read the OM and understand how the operations are conducted. He/she should understand the equipment requirements and restrictions and the various types of operations, maintenance routines, and training requirements in order to execute the various types of assignments. In addition, he/she should be aware about the checklists that are used, and what he/she should be attending to before and during the operations that the operator has been authorised to carry out.
The application shall consist of an "accompanying letter" with some introductory information and the necessary documentation attached as appendices. For those who would like to give a presentation of the company or similar, may include this in the accompanying letter.
The complete application with appendices is sent to, [competent authority] . 
Write in the subject field: "[Name of company] – Application for authorisation to conduct RPAS operations".

The following should be included or attached when submitting the application:
1. The name, address and other details of the applicant as specified in the form made available by the competent authority.
2. RPAS OM in accordance with this template, which means all Parts are completed. Note, Part A to G can be sent to the competent authority as individual parts for a previous review. But a final review and decision can only be done, when all Parts are made available to the competent authority.
3. Copy of relevant airworthiness or other approval provided by the manufacturer (e.g. type certificate of RPAS; certificate of airworthiness of the RPA, E/TSO approval of specific parts)

4. Documentation of valid insurance against injuries to third parties in accordance with applicable legislation.
5. Any other relevant license or approval (e.g. radio station licence, aerial photography licence or else, as required by applicable legislation).
Except for checking that points 4 and 5 are valid, the competent authority is particularly interested to ensure that the content of the OM is acceptable, describes the terms for the operations, the company wishes to carry out and intends potentially to receive authorisation for. 
The depth of the Total Hazard and Risk Assessment can be relaxed in the presence of airworthiness approvals or similar, as in point 3 above. The content of this existing approval should be used in this case for the ESD and to generate the Fault Trees
Operators should remember that if the type of operation has not been described and approved, they are not permitted to be carried out.
2.1 Brief description of the structure of the manual
1. Every page in the OM shall have a header/footer which, as a minimum, specifies pages/by, version/revision reference, date and chapter indication. The header of this document merely serves as an example, and the operators themselves must adapt the header/footer text to ensure that the layout, chapters, etc. are correct.
2. Every Part of the OM should contain a table of contents.
3. A joint revision list for all the Parts of the OM should be present, and may be added to the beginning of the manual.
4. An overview of relevant abbreviations and definitions should be present, and may be added at the beginning of the manual.
5. As a minimum, the OM should contain the following parts:
a. Part A: General: Description of the company's structure and general information on the company's practices and procedures, or, in the case of a natural person applying to become a RPAS operator, identification of the person and description of the practices this person intends to apply
b. Part B Authorised operations and Normal Operation Strategy. Description of the missions and the location and airspace where the operation should be performed, assumed everything works as intended.
c. Part C: Equipment description, Initial and continued airworthiness. Technical Limitations.
d. Part D: Command, Control and Communication
e. Part E: Training and qualification programmes.
f. Part F: Total Hazard and Risk Assessment and ESDs. Every type of operation may/ought to have a dedicated Total Hazard and Risk Assessment and Event Sequence Diagrams
g. Part G: Operating Procedures, Limitations and Manuals
The OM should describe the way in which the operator would execute its operations. The operator and its  personnel should act in accordance with the  approved OM.
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 for
[Name of company or natural person] 
Table of contents for Operations Manual for Low Level RPAS Operation
Place the table of contents for the entire manual here.
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Part A

General
The part A of the OM shall be structured as follows and contain, as a minimum, the paragraphs listed below:
3 Record of Revisions
	Rev. 
No.
	Affected Part
	Authorised
date:
	Revised by
	Notes

	0
	RPAS OM
	15/01/2013
	[Name of person responsible for OM]
	First time authorised CAA 

	1
	OM A
	06/06/2013
	[Name]
	Operation Line inspection authorised CAA

	2
	OM A, B
	07/07/2013
	[Name]
	RPA type XX included

	2.1
	OM A, B
	15/07/2013
	[Name]
	Layout changed, Copy sent to CAA

	Etc...
	
	
	
	

	
	
	
	
	


Examples of types of updates. Remember that the latest version of the OM should always be notified electronically to the competent authority.
4 Responsibilities for maintaining and revising the manual

Who is responsible for maintaining and revising the manual, in addition to how frequently/ when and how this is to be carried out is described here. (E.g. by the natural person wishing to be an RPAS operator, when receiving instructions from the RPAS manufacturer).
5 Glossary, abbreviations and definitions

Relevant general and system-specific abbreviations and definitions
6 Introduction

All types of general information about the company and other relevant material.
Connections and positions in the overarching structure may also be described here.
When appropriate to highlight important elements of the manual use:
Warning
Relates to a procedure or method which, if not carefully followed, may result in serious injury to staff, third parties, damage to property or loss of human life.
Caution
Relates to a procedure or method which, if not carefully followed, may result in injury to persons or damage to property.
Note
Relates to a procedure or method which is particularly emphasised.
7 Table of contents

8 Organisation and responsibility (OM)
· The purpose of the document/operations manual.
· Scope(. (Who, what, where and how the manual is applicable/relevant to the company and operations) organisation diagram
· Brief description of the operations
· References to regulations and authorisations
· Responsibility and authority in the company(
· Who has which job positions and areas of responsibility/(job descriptions)
9 The authorised types of operations
· Brief overview of the types of operations that the operator has been authorised to conduct.
· May also refer to appendices or other parts of the manual.
· If the operator intends to execute a new type of operation, the operation description and safety analysis should be updated. Mitigation measures may involve several types of measures, such as operational limitations, special equipment, special expertise, training or other conditions. In general, the more complicated it is, the more conditions need to be fulfilled in order to achieve a satisfactory level of safety. (credit can be claimed in the case of existing airworthiness approvals)
10 Safety Management System
Description of the company’s Safety Management System (SMS) for the overall systematic identification, analysis, evaluation and monitoring of the risks in the company related to the operation.  The SMS should be based on the premise that there are always security risks and human errors. The SMS should therefore be a description of the processes and procedures that the company utilises to ensure that the errors, omissions and experiences that are uncovered are used as a basis for making improvements in the company's procedures and documentation. The companies that also operate manned aircraft must describe how RPAS relates to the current quality control system.
In the event of major changes, it may be necessary to apply for a new approval for part or all of the OM from the competent authority, depending on the applicable legislation on RPS operations.
11 Duty and rest periods*
The company's policy and procedures for duty and rest periods are described here. Even for small companies with short flights, an awareness of the pilot's fatigue will be a vital factor in avoiding unnecessary incidents caused by inattention and disturbances. For companies with longer operational durations, it will soon be apparent that long assignments could negatively affect concentration. 

12 Types of operations
a) Type of Operation

Brief description of the types of operations that the operator carries out (and has received authorisation
 for). (Supplementary description and accompanying Total Hazard and Risk Assessment in part G.)

Below are SOME types of operations. The list is not exhaustive
· Relevant "Principal groups"
· VLOS
· E-VLOS
· BVLOS at very low level (i.e. below 500 ft AGL)
· BVLOS in RLOS, under VFR or IFR above 500 ft AGL
· BRLOS
· Relevant "Subgroups"
· Training
· Agriculture
· Line inspection
· Inspection of industrial plants and facilities
· Property photo, rural areas
· Property photo, Town/urban area
· Film or TV production
· Surveillance
· IR filming
· SAR
· Survey
· Geological
· Map production
· Environment
· marine
· Research
· Climate
· Meteorology
· Radio-tagged animals
· Etc…
b) Privacy and data protection

Describe the operator’s policy to ensure privacy and data protection in relation to third parties.

c) Any relevant appendices
· Templates for Logs, personal (see text below)
· Templates for assignment/activity logging (see text below)
· Non-conformance form
· Other relevant appendices…
13 General operating procedures and restrictions
The general operating procedures that apply to the operator and are not specific to the individual types of RPAS or type of operation, are described here.
The following are mentioned (not exhaustive):
a) Pre-flight preparations
· Procedure for authorising/accepting an assignment 
· e.g. Authorisation from the flight operations manager if the assignment is special in one way or another*
· Is the equipment suitable for the assignment?
· VLOS, E-VLOS?
·  or BVLOS*?
· General restrictions 
· Continuing airworthiness of the RPA and suitability for use of the RPAS
· Flight planning
· Pre-flight briefing for E-VLOS and BVLOS
· NOTAM to warn other operators, if required by regulations
· Other
· Verification that the assignment complies with the authorisations that have been granted
· Standard  weather minimums 
· The operator's minimums independent of the RPAS individual restrictions which may be higher or lower
· Wind
· precipitation 
· Visibility
· Other
· The nature of the area of operations 
· buildings
· the population
· surface traffic
· air traffic
· confined/obstructed areas
· criteria for suitable emergency landing areas
· Establishing predetermined and reconnoitred emergency landing sites. 
· As many relevant emergency landing sites as possible should be identified and prioritised for  E-VLOS or BVLOS flights. If possible, they can either be programmed into the system, or potentially remembered by the pilot so that a rough evaluation of suitability has been made before any possible incidents arise.
· Other
· Operations close to aerodromes
· Restrictions to fly nearer than a defined distance  from an aerodrome as a function of the intended altitude
· When flying near controlled aerodromes and controlled airspace: 
Who is contacted: air traffic service , airport owner, airport user(s), landowner in case of contingency or emergency situations
· Operations in controlled airspace
· Expected requirement of prior coordination of all flights in controlled airspace
· Possible requirement of two-way radio communication
· Possible BVLOS in non-segregated controlled airspace.
· Operations in connection with Restricted and Cautionary areas
· Where are the areas who could be relevant  for your operations?
· Where is there an overview of Restricted and Cautionary areas? (AIP, AIP SUP, Notam, etc.)
· Authorisation procedures
· Applications and Deadlines for applications. (Airspace regulation BSL G 4-1 is currently applicable, but will probably be updated).
· VLOS:
· Max. 400 feet AGL
· Maximum distance from pilot is defined. 
For each system that the operator uses, define the maximum distance from the remote pilot in accordance with the visibility/detectability/observability of the relevant RPAS. Weather and light conditions will be factors that may restrict the detection distance, and should be clarified.
The flight should be executed in such a way that the aircraft can be observed by the unaided  eye at all times, without the assistance of binoculars, cameras, etc. The aircraft should be able to be controlled manually by the Pilot in command (PIC) at all times to maintain safe distance and avoid a collision with other aircraft, persons, vessels, vehicles and structures on the ground. 
· Restrictions in controlled airspace. (See separate point for operations within controlled airspace)
· EVLOS:
· Below 400 feet AGLor...
· Beyond maximum distance from the pilot specified for VLOS
· Separate safety analysis of EVLOS operations, including Crew Resource Management.
· Description of how the flight should be able to be executed so that the aircraft can be controlled manually by the PIC at all times to maintain safe distance and to avoid a collision with other aircraft, persons, vessels, vehicles and structures on the ground.  
(e.g. use of observers with communication to the PIC, size of the aircraft meaning it can be operated at altitudes above 400 feet, etc.)
· Define the maximum altitude and distance at which the PIC can ensure positive control without observers.
· Define the maximum distance for the system's radio range (transmitter and receiver equipment, relay solutions, or other physical restrictions
· Etc... 
· BVLOS: 
· Expanded safety analysis for each assignment. (If a more extensive description is given in OM C, it is referred to here, with a brief description of special elements associated with BLOS if applicable), taking credit for any existing airworthiness approval
· Define the system's range or other relevant restrictions
· Application procedures 
· Requirements for separate airspace/area of operations
· References to relevant documents
b) General procedures when flying
· The crew's tasks.
· Weather conditions 
· MEL list (Minimum Equipment List – The minimum of the aircraft's equipment/components that MUST be operating in order for a flight to be able to be executed)(Can refer to other places in the OM if relevant, for example OM B or C. Different types of assignments may have different MEL lists)
· Segregation of overflown areas, e.g. how, why and how much...
· Special considerations in connection with high/low temperatures? (Battery capacity, engine performance, personal considerations, cold fingers, etc.)
· Communications means and procedures
· Clothing /Uniforms?
· Other
c) Procedures for using VHF radio
· Minimum requirement is a valid aircraft radio operator license issued by the competent body when flying under IFR or BVLOS in airspace Classes B,C or D. 
· Proper Phraseology
· Contingency procedures should be defined in case of loss of VHF communications
· Other
d) General procedures after flying
(1) Personal logging (to document training/experience/maintenance requirements, etc.)
At a minimum, the following information must be included in a personal flying log: 
· Date and year
· Individual RPA that was used   

· (e.g. registration, serial number or another means of identifying the individual RPA)
· Own role in connection with the flight               

· (Pilot, sensor operator, etc.)
· Location                                                  
· (As best you can… latitude and longitude in the format: degrees, minutes and [decimal] seconds if possible, and/or geographical names)
· Time of the day or night of the flight        

· (if applicable, time of the initial take-off and the final landing if there have been several trips with the same individual RPA)
· Flying hours                                         

· (If there have been several trips with the same individual RPA on the same day, the total time(s) of the trips that the individual pilot has executed, and which is entered into the technical log for the RPA, can be the same as entered here)
· Note section                           

· (e.g. the type of assignment, the principal and/or other relevant information may be entered here)
· (electronic) signature of the remote pilot                             

· (It will eventually become a public legal document and will therefore have to be signed to verify that the information is correct).
Those who are familiar with the log books for "manned" aircraft, will recognise the points listed above, while operators may find it appropriate to also include other information in the logs. 

The logs typically include:
i. Total number of ordered/planned missions, and respective types
ii. Total number of executed missions, and respective types
iii. Total number of flying hours (rounded to the nearest 15 minutes), for type of operation
(2) Equipment logging
· The equipment's (technical) log books (for running time/maintenance intervals for equipment. Refer to description in OM C if applicable)
· Include Template/Example of logs as a separate appendix 
(3) Storage routines for logs/documentation
· Training/qualifications
· System logs
· Digital logs
· Paper logs
· Technical logs
· Completed checklists? (if relevant)
· Backup/paper copies of digital logs? 
(4) Other
e) Accidents, incidents and mishaps
RPAS are aircraft and are thus subject to accident investigations and occurrence reporting schemes.
Mandatory or voluntary reporting should be carried out using the reporting forms provided by the competent bodies. 
Instructions and actions following an accident, incident and occurrences
· Reporting procedures; describe the policy and procedures for mandatory or voluntary reporting in case of:
· Serious personal injury (third party and own personnel)
· Injury or damage to a third party's personnel and properties
· Minor personal injury
· Damage to property which entails some form of compensation for damages.
· See also the relevant points below.
· Documentation procedures
· Describe how records and information is stored and made available, if required, to Accident Investigation Body, competent Aviation Authority, and other government entities (e.g. police) 
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Part B

Authorised Operations

and

Normal Operation Strategy
14 Table of contents

…….

15 Introduction

This section shall contain for all intended and already approved Operations:

a) A detailed description of the Operations.

b) A description of the normal operation strategy which ensures, the RPAS remains within the approved limitations, assumed all systems are working normal.
16 Operations description

a) The detailed description should contain all information required to get a detailed understanding of the operation. This can be e.g:

1) Inspection of a chimney, power lines, rail tracks etc.

2) State Operations as observations of borders, manifestations etc.

3) Shots of sport-, music, and other public events

4) Research

5) Transportation

6) Others.....

b) The detailed description should contain all information to get a detailed understanding of how and where the operation should be performed. This can be one or more of the below listed, and/or others

1) VLOS (Direct Visual Line of Sight)

2) BLOS (Beyond Direct Visual Line of Sight)

3) FPV (First Pilot View)

4) RLOS (Direct Radio Line of Sight)

5) BRLOS (Beyond Direct Radio Line of Sight)

6) Remote, unpopulated areas

7) Congested areas

8) Others...

c) Each description of an intended or already authorised Operation should contain a reference to:

1) The equipment according Part C used for the operation.

2) The C3 strategy according Part D for the operation.
3) The training and qualification requirement according Part E for the crew engaged in the operation.

4) The Total Hazard and Risk Assessment with the Event Sequence Diagrams according Part F
5) The resulting Operating Limitations and Procedures and the Manuals according Part G.

17 Normal Operation Strategy

The Normal Operation Strategy should contain all measures/safety barriers, independent if technical, crew training or procedural which ensuring, the RPAS can fulfil the operation within the limitations.
For example:

· If a dedicated area should not be left, how it is ensured, the RPAS remains within this area.
· Or how it is ensured, the RPAS remains within his operational envelope (loads, speeds etc.).
Within this sections it should be assumed, all systems are working normal and as intended.

The intend of this chapter is to get a clear understanding, how the operation takes place within the approved technical, environmental, procedural limitations.

Therefore, to ensure that all safety barriers are identified and implemented in the design:

· All measures defined here should have an detailed description in the respective Part C, D, E or/and G.

· Failures in this measures should be described and analysed in Part F.

Guidance for an Authorisation for Low Level Operation of RPAS
Part C

Equipment Description
Initial and Continued Airworthiness

Technical Limitations 
OM part C should contain a detailed technical description of the equipment as well methods defined to ensure initial and continued airworthiness and RPAS technical limitation. Although not mandatory, it is strongly recommended to follow the outlined bullets structure as a minimum for  paragraph 1,2 and 3 rather than to condense the technical details into single blocks of text.
Table of contents
If the authorised Operations according Part B should be performed by more than one RPAS, each RPAS should have his own Part C. If Parts (e.g. Control Station, Autopilot etc) are used for more than one RPAS, reference can be made to the first description.
If a RPA requires different, or more than one Control Stations, for different authorised Operations, the RPAS for each authorised Operation needs to be described in Part F, Operating Procedures and Manuals.
18 Aircraft Segment of the RPA
A. Airframe 
(1) Structure. Describe in detail the physical characteristics of the UA. Include diagrams and schematics, as necessary. 

(2) Composition. Describe the various materials and where they are used in the construction of the UA. Include details of the fabrication and construction processes and procedures. 

(3) Describe the capability of the airframe structure to withstand expected flight loads and provide data/analysis to show that it is flutter-free throughout the flight envelope. Include any loads or stress analysis that demonstrates positive structural margins of safety during flight. 

(4) Identify and describe any unique design characteristic(s) such as a hydraulic system, environmental control system, parachute, or brakes. 

(5) Measurements. 

(a) Wingspan. 

(b) Fuselage length. 

(c) Body diameter. 

(6) Weight

(a) Empty. 

(b) Maximum gross takeoff weight.
B. RPA Performance Characteristics
Describe the performance of the aircraft within the proposed flight envelope. Specifically, address the following items:

(1) Maximum altitude
(2) Maximum endurance
(3) Maximum range
(4) Airspeed
(a) Cruise

(b) Maximum

(5) Maximum rate of climb
(6) Maximum rate of descent
(7) Maximum bank angle
(8) Turn rate limits
(9) Identify any performance limitations due to environmental and meteorological conditions. Specifically, address the following items:

(a) Wind speed limitations

i. Headwind

ii. Crosswind

iii. Gusts

(b) Turbulence restrictions

(c) Minimum visibility conditions

(d) Outside Air temperature (OAT) limits

(e) In-flight icing

i. Does the proposed operating environment include operations in icing conditions?

ii. Does the system have an icing detection capability? If so, what indications, if any, does the system provide the UA pilot, and how does the system respond?

iii. Describe any icing protection capability of the UA. Include any test data that demonstrates the performance of the icing protection system.

C. Propulsion System 
(1) Describe the propulsion system and its ability to provide reliable and sufficient power to takeoff, climb, and maintain flight at expected mission altitudes.
(2) Fuel-powered propulsion systems.

(a) What type (make and model) of engine is used?
(b) What type and capacity of fuel is used?

(c) How is engine performance monitored? What status indicators and warning messages are provided to the pilot?

(d) Describe the most critical propulsion related failure modes and their impact on system operation.

(e) How does the system respond, and what safeguards are in place to mitigate the risk of engine power loss for each of the following?

(i) Fuel starvation.

(ii) Fuel contamination.

(iii) Failed signal input from the control station.

(iv) Engine controller failure.

(f) Does the engine have in-flight restart capabilities? If so, describe the manual and/or automatic features of this capability.

(3) Electric-powered propulsion systems.

(a) What type of motor is used?
(b) What is the power output of the motor?

(c) What current draw range does the motor have?

(d) Does the system have a separate electrical source? If not, how is UA power managed?

(4) Other propulsion systems. 

(a) ...... 

D. Fuel System 
Describe the fuel system and how it allows for adequate control of the fuel delivery to the engine, and provides for aircrew determination of fuel remaining. Provide a system level diagram showing the location of the system in the aircraft and the fuel flow path.
E. Electrical System 
(1) Describe the electrical system and how it distributes adequate power to meet the requirements of the receiving systems. Provide a system level diagram showing electrical power distribution throughout the aircraft. Specifically, address the following items:

(2) How is power generated onboard the aircraft (for example, generator, alternator, batteries)?

(3) If a limited life power source such as batteries is used, what is the useful life of the power source during normal and emergency conditions? How was this determined?

(4) How are electrical power status and power remaining information displayed to the pilot?

(5) Describe the source(s) of backup power in the event of loss of the primary power source.

(a) What systems are powered during backup power operation?

(b) Is there any automatic or manual load shedding?

(c) How much operational time does the backup power source provide? Include the assumptions used to make this determination.

(6) Provide a high-level description of the electrical distribution architecture. Include items such as regulators, switches, buses, and converter, as necessary.

F. Flight Control Surfaces and Actuators.
(1) Describe the design and operation of the flight control surfaces and servos/actuators. Include a diagram showing the location of the control surfaces and servos/actuators.

(2) Describe any potential failure modes and corresponding mitigations.

(3) How does the system respond to a servo failure?

(4) What indications alert the pilot that a servo is stuck or malfunctioning?

G. Payloads
Describe the payload equipment that will fly onboard the aircraft. Describe all payload configurations that significantly change weight and balance, electrical loads, or flight dynamics.

(1) Internal

(2) External

19 Control Segment of the RPAS
A. Avionics
Provide an overall system diagram of the avionics architecture. Include the location of all air data sensors, antennas, radios, and navigation equipment. 

B. Navigation
(1) How does the UA determine where it is? How does it navigate to its intended destination?
(2) How does the pilot respond to the following directions from Air Traffic Control, a visual observer, or other crew member?

(a) Change of aircraft heading.

(b) Change of aircraft altitude.

(3) How does the system identify and respond to a loss of the primary means of navigation? Is there a backup means of navigation? How does the system respond to a loss of the secondary means of navigation?

(4) Describe the procedures to test the altimeter system

C. RPA Flight Controls
(1) Describe how the control surfaces respond to commands from the flight control computer.

(2) Describe how the pilot provides input to the control system.

(3) Flight control computer.

(a) Does the flight control computer interface with auxiliary controls that might cause an unintended action?

(b) Describe the flight control computer interfaces required to determine flight status and to issue appropriate commands.
D. Autopilot
(1) How was the autopilot system developed? What industry or regulatory standards were used in the development process?

(2) Is the autopilot a commercial off-the-shelf (COTS) product? If so, name the type/manufacturer and provide the criteria that was used in selecting the system.

(3) Describe the procedures you use to install the autopilot. How is correct installation verified? Reference any documents or procedures provided by the manufacturer and/or developed by your company.

(4) Does the autopilot employ input limit parameters to keep the aircraft within structural limits? If so, provide a table of these limits. How were these limits validated?

(5) Where do the autopilot commands reside once they are input by the pilot?

(6) What type of software-in-the-loop (SIL) and hardware-in-the-loop (HIL) simulations have been performed? What was the outcome of the simulations?

E. Control Station
(1) Describe or diagram the control station configuration. Include screen captures of the control station displays.

(2) the pilot have a standardized screen set up at the initiation of each phase of flight?

(3) How accurately can the pilot determine the attitude and position of the UA?

(4) What commands are safeguarded from inadvertent activation and how is that achieved (for example, a two step process to command “kill engine”)?

(5) What kind of inadvertent input could the pilot enter to cause an undesirable outcome (for example, accidentally hitting the “kill engine” command in flight)?

(6) Are any other programs running concurrently on the ground control computer? If so, what precautionary measures are used to ensure that flight-critical processing will not be adversely affected?

(7) What are the possible conditions that would cause a ground control station display or interface lock-up?

(8) Are any of the primary flight controls based on the Windows operating system?

(9) What alarms or warnings does the system provide to the pilot (for example, low fuel or battery, failure of critical systems, departure from operational boundary)?

(10) Describe the means of providing primary and backup power to the ground control station.

(11) What procedures are in place should the control station lose primary and secondary power?

(12) If a “Hand-Over” is envisaged between two or more Control Station, describe the process to ensure that only one Control Station has control over the RPA.

F. Separation Conflict Avoidance
(1) Describe what equipment is installed for passive Separation Conflict Avoidance (e.g. XPDR, ADSB, etc).

(a) If the equipment is qualified, list the detailed qualification to the respective standard.

(b) If the equipment is not qualified, provide the criteria that was used in selecting the system.

(2) Describe, what equipment is installed for active Separation Conflict Avoidance (e.g. DAA, Military primary Radar Data, etc).
(a) If the equipment is qualified, list the detailed qualification to the respective standard.

(b) If the equipment is not qualified, provide the criteria that was used in selecting the system.

(3) Describe any interface from the Separation Conflict Avoidance to the Flight control computer.

20 Emergency Recovery Capability
Each RPAS to be approved under this GALLO shall have an ERS that satisfies the requirements, based on CS-LURS/LUAS.1412, described and explained in the red text below.

Requirements (CS-LURS/LUAS):

(a) The UAS must integrate an emergency recovery capability to prevent third party risk that consists of :

(1) a flight termination system, procedure or function that aims to immediately end the flight, or,

(2) an emergency recovery procedure that is implemented through UA crew command or by the onboard systems. This may include automatic pre-programmed course of action to reach a predefined and unpopulated forced landing area, or,

(3) any combination of (a) (1) and (a) (2).

(b) The emergency recovery capability must be achievable in the whole flight envelope under the most adverse combination of environmental and operating conditions

(c) The emergency recovery capability must be safeguarded from interference leading to inadvertent or unauthorized operation.

(d) The emergency recovery capability must receives its electrical power, if needed, from the bus that provides the maximum reliability for operation.

(e) The emergency recovery capability must be achievable after loss of the primary electrical system.

(f) Use of explosives to perform in-flight destruction of the air vehicle is not an acceptable means of compliance to this requirement

Explanations and Guidance:

(a) Emergency recovery capability objective is to enable the RPAS to achieve an equivalent level of safety to manned aircraft. 

(b) The applicant shall evaluate all operational and failure conditions and identify relevant scenarios where the emergency recovery capability shall be provided to achieve the level of safety identified in the previous paragraph.

(c) As a minimum, emergency recovery capability must address at least three different scenarios: loss of command and control link (see CS-LURS.1413 and CS-LURS.1423), loss of normal electrical power (see CS-LURS.1412(e)) and loss of all engines required for the controllability of the RPAS when it is not shown to be extremely improbable (see CS-LURS.143).

(d) The predefined and unpopulated forced landing area in (a)(2) of the requirement needs to be defined by the applicant and accepted by the competent authority.

The performance information to ensure the RPA will be able to reach the area, shall be furnished in the GALLO.

(e) In case the RPAS emergency recovery capability includes a Flight Termination System (FTS), the following additional consideration apply:
1) The FTS shall be designed and installed in a way that a minimum integrity  and availability (in normal and foreseen environmental conditions) are guaranteed. Icing effects must be considered in the FTS design.

2) The FTS should be protected by a fireproof shield or positioned in a non-firezone area

3) Engine failure conditions should not prejudice the proper functioning of the FTS under all operating conditions relevant to the established flight envelope and the selected area.

4) It shall be possible to activate the FTS either automatically, if a certain failure condition occurs (i.e. loss of command and control link), or manually under pilot command and in both cases it shall be assessed the impact of engine and/or fuel systems  and/or other systems failures on the efficiency of the FTS

5) If the activation mechanism of the FTS is made of explosive material, it shall be minimized the risk of fire in the case of failure in the activation explosive material and it shall be minimized the probability of the unrequested deployment or its effects due to electromagnetic interference

6) In case the FTS is a parachute it shall be provided the minimum deployment  altitude if any, and the residual kinetic energy at the impact with the parachute deployed and efficient

7) The FTS installation shall be assessed through a Safety Analysis

8) When assessing the probability of RPAS catastrophic events using the ESD, failure to activate the FTS should be taken into consideration

A. ERS description:
A detailed description how the above requirements will be fulfilled, considering:

(a) Each approved operation.

(b) The environment where the operation takes place.
Include also an algorithmic description of the ERS activation logic (this could be both in textual or pictorial form).
21 Ground Support Equipment
Describe all the support equipment that is used on the ground. Include any launch or recovery systems, ground data terminals, generators, and power supplies.

22 Processes and Procedures
A. Configuration Management
(1) What procedures are in place to manage change configuration? Is it documented?
(2) Describe the procedures used for controlling drawings, test procedures, engineering changes, etc.

(3) Describe the quality assurance system, methods and procedures used, and structure within the organization.

B. Software Management
(1) Describe what software functions were developed by the applicant or the applicant’s suppliers, and what functions are implemented by COTS software.

(2) What software development process(es) have been used in the development of software components for the aircraft and the ground control station, and what software lifecycle data is available for review?

(3) How will updates to system software (including COTS software) be implemented?

(4) Describe how the software requirements are validated and how the software is verified.

(5) For aspects of software development that are allocated to suppliers, describe the process of supplier oversight.

(6) How is software load control implemented for the system to ensure that the correct software components are loaded onto the system?

(7) What software quality assurance processes are used in the development of the system software? How are suppliers a part of the process?

(8) Is there a system for reporting and tracking problems? How are suppliers integrated into the problem reporting system?

(9) What procedures are in place to manage configuration changes? How are they documented?

(10) What programming language(s) are used?

(11) What requirements standards, design standards, and coding standards are used in the software development process? What ensures that the standards are followed?

C. Electronic Hardware Design and Testing
(1) Describe the standards and processes used to design, test, and modify electronic hardware system elements such as line replaceable units, circuit board assemblies, and COTS components.
(2) How are safety critical hardware components considered in the design, test, and modification processes described above relative to non-safety critical hardware components?

23 Continued Airworthiness
A. Inspection and Maintenance
(1) Describe the inspection and maintenance program that will be used to maintain the aircraft and related systems, including control stations, data link equipment, and other support systems.

If the manufacturer has published its own technical instructions for maintenance, they can be used in whole or part. The following points should be included as a minimum..

(2) Provide information on unique system maintenance activities, if required due to the approved Operation.

(3) Provide information on unique system maintenance activities, such as maintenance of a pneumatic launcher system.

24 RPAS Change Management
A. Minor Changes

(1) A “minor change” is one that has no appreciable effect on the weight, balance, structural strength, reliability, operational characteristics, or other characteristics affecting the airworthiness of the RPAS. Minor changes have negligible impacts to system safety.

(2) Minor changes to the RPAS, including minor software changes, must be documented as part of the normal maintenance procedures and must be available for inspection.

B. Major Changes

(1) Changes that do not meet the definition of a minor change are classified as “major changes.”

(2) All major changes, including major software changes, that could potentially affect the safe operation of the system must be documented and provided to the Certification Authority before operating under this certificate. The applicant must provide the necessary substantiating and descriptive data to allow the Certification Authority to perform an assessment of the proposed major changes.

Guidance for an Authorisation for Low Level Operation of RPAS
Part D

Command

Control

Communication

(C3)

Table of contents
Technical description (brief, if applicable) of the control link, processes and procedures that the operator is using.
25 Command and Control Link.
(1) Provide a detailed control system architecture diagram that includes informational or data flows and subsystem performance. Include values for data rates and latencies, if known. 

(2) Describe the control link(s) connecting the UA and the control station. Specifically address the following items:
(a) What spectrum will be used for the control link and how has the use of this spectrum been coordinated? If spectrum approval is not required, under what regulation is the use of the frequency authorized?

(b) What type of signal processing and/or link security (that is, encryption) is employed?

(c) What is the data link margin in terms of the overall link budget at the maximum anticipated distance from the control station? How was it determined?

(d) Is there a radio signal strength and/or health indicator or similar display to the pilot? How is the signal strength and health value determined and what are the threshold values that represent a critically degraded signal?

(e) Does the system employ redundant and/or independent control links? If so, how dissimilar are they?

(f) For satellite links, estimate the latencies associated with using the satellite link for aircraft control and for air traffic control (ATC) communications.

(g) What are the potential sources of radio frequency (RF) interference within the proposed operating area and how are they monitored, managed and/or mitigated?

(3) What design characteristics or procedures are in place to prevent or mitigate the loss of the control datalink due to the following:

(a) RF or other interference?
(b) Flight beyond communications range?

(c) Antenna masking during turns and pitch angles?

(d) Loss of control station functionality?

(e) Loss of RPA functionality?

(f) Atmospheric attenuation including precipitation?

26 Link degradation
To ensure, the unmanned aircraft does not present a danger to people and properties on ground and does not present a risk for mid-air collision following a control link degradation, the contingency procedures for the degraded status as below and how this status is displayed to the pilot should be described.
(1) Degraded message error rate (DMER).

DMER is defined, where the RPA will not be able to transmit and/or receive the amount of information required for a normal mission.
(2) Critical message error rate (CMER).

CMER is defined, where the RPA is still under the remote pilot control, but a significant latency between ATC orders and RPA manoeuvres exists.
(3) Automatic message error rate (AMER) .

AMER is defined, where the RPA is flying automatically without any possible control from the remote pilot. Can be the same as lost Link
27 Lost Link.
The unmanned aircraft shall not present a danger to people and properties on ground following the complete loss of the data link.

The unmanned aircraft shall not present a danger for a mid-air collision following the complete loss of the control data link.

(1) Describe the clear and distinct aural and visual signal to the RPA crew, for any loss of the command and control data link.

(2) Describe the established control data link loss strategy, approved and presented in the RPA Flight Manual taking into account the emergency recovery capability in section C.3. of this manual.
(3) The control data link loss strategy shall include an re-acquisition process in order to try to re-establish in a reasonable short time the command and control data link.

Guidance for an Authorisation for Low Level Operation of RPAS
Part E
Training and qualification programmes
OM part E should contain:
Table of contents
…….

28 General information on training and maintaining competence
Brief description of the processes and procedures that the operator uses to develop and maintain the necessary competence for all staff involved in operations.
29 Initial training and qualification

Description of the processes and procedures that the operator uses to recruit and qualify all staff involved in operations. In particular it should be described which are the licensing and rating requirements for remote pilots or, if license is not required, how their qualification is carried out.

30 Procedures for maintenance of licences/skills
Describe which processes and procedures the operator uses to  ensure that the remote pilots and other operational staff acquire and maintain the required licences and expertise/skill to execute the various types of duties. Some elements may be required by the applicable regulations, some elements could be specific to the individual operator and the particular type of mission.
31 Flight Synthetic Training Devices (FSTD)  or other equipment that can be used
If the operator uses FSTD for acquiring and maintaining the practical skills, the opportunities and restrictions in connection with such training are described here.
32 RPAS X
If the manufacturer has published its own training program, it may be used in whole or part as long as the following points are included.
a. General information 
(If there are several RPAS types, more extensive than in the introduction)
b. Theoretical knowledge and training program for remote pilots should cover: 
i. RX/TX equipment
ii. battery and recharging equipment/recharging routines
iii. technical review
iv. camera/sensor rig
v. software/autopilot/gyros/
vi. navigation system
vii. Backup/emergency equipment/RTH (Return to home), etc.
viii. Special types of missions
ix. The list is not exhaustive...
c. Practical training program for remote pilots should include:
i. Normal operations
ii. Emergency procedures
iii. System check
iv. Special types of mission check
d. FSTD r (If relevant)
i. Normal operations
ii. Emergency procedures
iii. System check
iv. Training for special types of assignments.
e. Currency and check requirements for personnel involved in operations.
Describe the processes and procedures used to maintain and check the skill of all personnel involved in operations (e.g. flight dispatchers, remote pilots, observers, technical or additional crew members, maintenance staff, etc.) 

f. Training records
Describe the processes and procedures used to record any event relevant for the acquisition and maintenance of the staff competence.

33 Appendices
a. Training manuals and other relevant materials from the manufacturer(s)
b. Checklists for practical tests
c. Training profiles
Etc…


Guidance for an Authorisation for Low Level Operation of RPAS 

Part F

Total Hazard and Risk Assessment
Event Sequence Diagrams & Fault Trees
This section shall contain:

a) A Total Hazard and Risk Assessment for all intended and already authorised Operations. The assessment should consider all safety barriers out of Part B, chapter 3. Normal Operation Strategy
b) The Event Sequence Diagrams with the respective Fault Trees. Based on the Diagrams listed in section 3 of this chapter.
c) The outcome of the Total Hazard and Risk Assessment and the Event Sequence Diagrams may lead to additional limitations and procedures in Part F of this document.

34 Total Hazard and Risk Assessment

The starting point for the Total Hazard and Risk Assessment should be any failure/abnormality in the Normal Operation Strategy and should consider as a minimum:

1) Failure of the Flight Control System

2) Failure in the Air Data System

3) Failure in the Directional Control System

4) Failure in the Propulsion

5) Failure in the Load Limiting Systems

6) Failure in the Performance

7) Unapproved Environmental Conditions

8) Failure in the Command and Control Datalink

9) Failure in the Structural Integrity

10) Failure in the Electrical Energy System

11) Fire

12) Disoriented Crew

13) Failure in the ATC Communication

14) Incorrect ATC Commands

15) Failure of other safety barriers according Part B, chapter 3.

16) Others....
These events should be used to enter the appropriate ESD type and to ultimately define the safety barriers.
34.1 Event Sequence Diagrams
For an introduction to the ESD and the associated Fault Tree Analysis, refer to the Appendix A. As already mentioned in the Introduction to the GALLO, it is necessary to ensure that the ESDs are sufficiently complete. This means that all initiating events are envisaged, all pivotal events are recognized, no safety barrier is forgotten and no base event in the fault trees is overlooked. This can be done in two steps:

1. Step 1: Using safety assessments and product description and operational documentation for identification of all safety barriers implemented in the design and ensuring that all these safety barriers are considered in the ESDs. 
For detailed information on how to compile the ESD and how to perform a Fault Tree Analysis, refer to the Appendix A of this document.

The applicant is responsible to update the ESD should any inconsistency be found. (APPLICANT PART)

2. Step 2: Reviewing the ESDs with experienced people having different points of view (AUTHORITY PART).
The following acceptability criteria will be used by the authority when reviewing the ESDs:

1) The ESD are completely and correctly described

a) For BLOS and operations directly over gatherings a Functional Hazard Assessment shall be provided identifying the top-level RPAS failure conditions
b) For all other operations engineering judgment should be used to evaluate completeness.
c) The events diagrams shall correctly describe the various sequences and shall be aligned with the operation and system descriptions provided in the previous chapters.
2) All safety barriers shall be identified

3) For 1.a approvals, Fault Tree Analysis (or equivalent) are available for each box
4) For 1.b approvals, engineering judgement can be used to evaluate the ESDs (without FTA).
34.2 Typical Failures Diagram
The diagram shows the typical failures and their propagation, which should be analysed by the Total Hazard and Risk Assessment. Each typical failure is related to one or more ESD’s as listed left of the failure (e.g. a failure in the Air Data System needs to be analysed and the fault trees developed related to ESD1 (System Failure) and ESD5 (collision course).

The boxes in amber represent the respective requirement in CS-LURS which would be a safety barrier in a certified RPAS (the same applies to the ESD2 with references to CS-LURS). Within this OM it is not required to the applicant to have an RPAS certified according CS-LURS or CS-LUAS. Nevertheless, the applicant should have equivalent safety barriers in place. These safety barriers can be technical, procedural, limitations or training.
34.3 ESD Diagrams
Each typical failure, having ESD1 should be considered as a separate input as a System Failure, which means, we will have several ESD1, e.g. For the GPS, for the autopilot, for the Airdata etc. For each rectangular box in each ESD, the applicant should develop a fault tree, how a failure can propagate to a catastrophic or hazardous event, or be prevented.

Typical Failure
[image: image1.png]



ESD Type 1 - System failure
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The ESD Type 1 are those diagrams created to describe the likely events that will follow a system failure. The diagram is made of one initiating event and three different pivotal events. 

Initial event: System failure

This event considers RPA or Remote Station failures that result in a deviation from the normal operating procedures of the RPAS. Various ESDs are expected to be a Type 1 ESD as many different system failures can be foreseen requiring different models. The type of failures to be considered are, as a minimum, the loss and the abnormal behaviour of systems’ functions. For those RPAS that are complex and cannot be fully understood by means of a simple design appraisal it is strongly recommended to develop a Functional Hazard Assessment (FHA) at least at the aircraft level to ensure the completeness of the functional breakdown and analysis. Guidance to perform an FHA can be found in the SAE ARP 4761“Guidelines and methods for conducting the safety assessment process on civil airborne system and equipment”. The document can be ordered directly to SAE International.
Pivotal event 1: Remote crew fails to maintain control

This event deals with the inability of the remote crew to regain and/or maintain control as a consequence of a system failure. Various causes shall be analysed such as:

· System failure affects manual piloting functional chain

· The RPAS is no longer visible or out of range

· The attitude/speed combination is such that the pilot is unable to regain control

· System failure affects the flight controls

· Etc.

Pivotal event 2: The aircraft is in an incorrect position or outside approved area of operation

This event deals with the possibility that although the remote crew might have regained control, the aircraft is not where it is believed to be (e.g. due to an incorrect GPS position report to the ground station) or has left the approved area of operation due to the system failure or the attempts of the remote crew to regain control.

Pivotal event 3: ERS fails to operate

This events deals with the possibility that the ERS fails to operate when required. The key to adequately develop the Fault Tree for this event is to consider the algorithmic sequence required to activate the ERS and to evaluate whether this sequence would be triggered or not in the scenario under consideration. ERS system failures shall also be included in the FTA.
ESD Type 2 – Datalink deterioration
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This ESD Type deals with degradation and lost link. It already defines the necessary safety barriers (it this case the contingency procedures) to deal with standard type degradations as defined below:

Degraded message error rate (DMER).

A DMER condition is reached when the RPA is not able to transmit and/or receive the amount of information required for a normal mission.

Critical message error rate (CMER).

A CMER condition is reached when the RPA is still under the remote pilot control, but a significant latency between commands and RPA manoeuvres exists.

Automatic message error rate (AMER) .

An AMER condition is reached when the RPA is flying automatically without any possible control from the remote pilot. Can be the same as lost Link.

The ESD also has specific pivotal events for failure to initiate the appropriate procedure by the pilot (if manual).

ESD Type 3 - Operations outside approved envelope
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The ESD Type 3 are those diagrams created to describe the likely events that will follow an operation outside approved envelope/limitations. The diagram is made of one initiating event and three different pivotal events. 

Initial event: The aircraft is operated outside approved envelope/limitations

This event considers any abnormal condition (due to any cause) that may result in the RPA to exceed its approved envelope or its limitations. An example of such an event is the encounter with weather conditions beyond those for which the RPA is approved.

Pivotal event 1: Ultimate load is exceeded

This event deals with the catastrophic failure of a structural component of the aircraft.

Pivotal event 2: Remote crew fails to maintain control

This event deals with the inability of the remote crew to regain and/or maintain control as a consequence of the exceedence. Various causes shall be analysed such as:

· Damaged flight control surfaces
· Icing conditions 
· Etc.

Pivotal event 3: ERS fails to operate

This events deals with the possibility that the ERS fails to operate when required. The key to adequately develop the Fault Tree for this event is to consider the algorithmic sequence required to activate the ERS and to evaluate whether this sequence would be triggered or not in the scenario under consideration. ERS system failures shall also be included in the FTA.
ESD Type 4 – Fire
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The ESD Type 4 are those diagrams created to describe the likely events that will follow an on-board fire. The diagram is made of one initiating event and four different pivotal events. 

Initial event: Fire on-board

This event considers any abnormal condition (due to any cause) that may result in an on-board fire. A typical example is a LiPo battery thermal runaway.

Pivotal event 1: Remote crew is unable/fails to detect smoke/fire

This event deals with the impossibility to detect smoke/fire (e.g. no fire detector on-board) or any other reason that might cause the crew not to immediately detect a fire.

Pivotal event 2: Remote crew is unable/fails to extinguish fire

This event deals with the impossibility to extinguish the fire (e.g. no fire extinguishing system on-board) or any other reason that might cause the crew not to be able to extinguish the fire.

Pivotal event 3: Fire progress

This events deals with the events or conditions that might lead to the spread of the fire. Things to consider are, for example, the lack of appropriate firewall and/or inability to isolate the fire (e.g. fire shut-off valves not working, etc.) 

Pivotal event 4: Remote crew fails to maintain control

This event deals with the inability of the remote crew to regain and/or maintain control as a consequence of the fire. 

ESD Type 5 – Loss of safe separation, risk of mid-air collision
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The ESD Type 5 are those diagrams created to describe the likely events that will follow the RPA being in a conflicting course with another aircraft. The diagram is made of one initiating event and four different pivotal events. 

Initial event: The RPA is in conflicting course with another aircraft

This event’s description depends on the operational conditions in which the RPA is flying. Operations in controlled airspace would be very different from operations in uncontrolled airspace. The key to model the event is therefore a clear understanding of the operational scenarios and the likely events that might bring the RPA in conflict with other traffic.

Pivotal event 1: ATC fails to resolve the conflict or is unavailable

This event deals with the failure of the ATC to resolve the conflict due to incorrect or lack of information being provided by the RPAS. It is not meant to address ATC internal failures and/or errors.

Pivotal event 2: D&A fails to detect and resolve the conflict or is unavailable
This event deals with D&A malfunctions or lack of capability for the given traffic.
Pivotal event 3: Remote crew fails to detect and resolve the conflict
This events deals with the failure of the crew to take appropriate actions to resolve the conflict. The description of this event is dependent on the actions available to the crew, the systems involved in those actions and the likely success of those actions with consideration to the time available. 
Pivotal event 4: Conflicting aircraft crew fails to detect and resolve the conflict
This event deals with the failure of the conflicting aircraft crew to resolve the conflict due to incorrect or lack of information being provided by the RPAS or simply because operations are such to prevent such detection/resolution (i.e. IMC operation with only visual detection means available). It is not meant to address conflicting aircraft crew errors.

ESD Type 6 - Remote Crew Error
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The ESD Type 6 are those diagrams created to describe the likely events that will follow a remote crew error. The diagram is made of one initiating event and seven different pivotal events. 

Initial event: Remote crew error

This event describes an error made by the remote crew with consequences on the correct operation of the RPA. The correct description of this event is crucial for the validity of the ESD and involves knowledge of human factors discipline. It is recommended that the applicant familiarize himself with the concepts of human factors in aviation. 

To identify the minimum set of errors to be considered in the assessment the following steps should be followed:

1) Gather a full understanding of the interactions between the remote crew and the RPA. In particular, focus on provisions to:

1. Aviate

2. Navigate

3. Communicate

4. Manage RPAS systems

5. Control the automation

6. Understand situational awareness

2) Identify the critical crew actions (CCA)
The critical crew actions are defined as those action that might jeopardize the safety of operations if not performed or performed incorrectly. 
3) Identify the errors and the errors chain that might affect each critical crew action:
Human errors take place at three different levels: Skill, Rules and Knowledge
Skill:

· Slips: Crew does one thing but intended to perform something else
· Lapses: Crew forget to perform an action
· Routine: Crew performs the wrong action due to routine

Rules

· Erroneous rule application: Crew applies the correct rule incorrectly
· Incorrect rule: Crew applies the incorrect rule

Knowledge
· Absence: Lack of knowledge

· Incomplete: Partial or little knowledge

· Biased: Wrong knowledge of the subject matter

· False hypothesis: Wrong mental model of a given scenario
4) Classify each identified errors as:

a. Isolated vs. Chain

b. Visible vs. Invisible

c. Active vs. Latent

5) Enter the ESD with each identified error and describe the likely chain of events and the compensating provisions.
Pivotal event 1: Remote crew coordination fails to detect and compensate for the error

This event deals with the possibility that the crew fails to detect the error. This could be due to Crew Resource Management failure or simply to the fact that no means are available to the crew to detect the error. 

Pivotal event 2: RPA is unable or fails to compensate for the error
This event deals with the inability or the failure of the RPA to compensate for the crew error. RPA might typically be equipped with systems that mitigate possible crew errors (e.g. envelope protection, soft and hard geo-fencing, etc.) but those system might not be adequate for the error in consideration or, alternatively, might fail.
Pivotal event 3: Ultimate load is exceeded
This events deals with a catastrophic structural failure of the RPA as a consequence of the remote crew failure. It is seen more as a YES-NO type of event rather that a fully developed top event of the FTA.
Pivotal event 4: Remote crew fails to maintain control

This event deals with the inability of the remote crew to regain and/or maintain control as a consequence of the error. Various causes shall be analysed such as:

· The RPA is now out of range

· Irrecoverable flight attitude

· Etc.

Pivotal event 5: ERS fails to operate

This events deals with the possibility that the ERS fails to operate when required. The key to adequately develop the Fault Tree for this event is to consider the algorithmic sequence required to activate the ERS and to evaluate whether this sequence would be triggered or not in the scenario under consideration. ERS system failures shall also be included in the FTA.
Pivotal event 6: The aircraft is in an incorrect position or outside approved area of operation

This event deals with the possibility that although the remote crew might have regained control, the aircraft has left the approved area of operation due to the crew error.

Pivotal event 7: The error degenerates

This event deals with the possibility that the initial error degenerates to the point where a CFIT or a MAC become a real possibility.

Guidance for an Authorisation for Low Level Operation of RPAS 

Part G
Operating Procedures and Manuals
Part G covers operating documentation such as manuals and POHs (Pilot's Operating handbook) and other relevant descriptions of the operator's different types of RPAS. 
OM part F should contain:
Table of contents
35 RPA System X 
(Documentation from the manufacturer may be used):
a. General information
i. Main components (e.g. RPA, RPS, launch or recovery devices, etc.)
ii. Characteristics
iii. safety analysis for the relevant RPAS
 (General identification of weaknesses and restrictions that are unique/special to this system and the measures/procedures that are used to compensate for these weaknesses. For example, poor flight characteristics, weak engines, limitations in return home function, magnetic fields, radio frequency noise, etc.)
iv. Other...
b. RPS (Remote Pilot Station) 
If the same remote station is used for several remotely piloted aircraft, reference can be made to this point for the relevant provisions. Any unique procedures/settings and use are described where relevant).

Normally one RPS can control only one RPA at any given moment.
c. Limitations 
Limitations to the operation, the equipment, the datalink and the trainings requirements.

This Limitations may be, but not necessarily, a result of the Total Hazard and Risk Assessment and the ESDs with the Fault Trees.
d. Performance and restrictions
i. mass and balance 
ii. endurance
iii. Range
iv. Maximum altitude
v. minimum and maximum speed
vi. Weather restrictions
vii. Any further performance features or restrictions can be described or self-imposed in connection with special or demanding types of operations, and are described in more detail in OM Part C for the particular operation.
e. Normal procedures
i. Background/description of procedures (Why measures shall be executed-system understanding...)(Expanded normal checklist if applicable). Manufacturer documentation may be used in this paragraph.
f. Emergency procedures
i. Background/description of procedures (Why the measures shall be executed-system understanding)(Expanded emergency checklist if applicable)
ii. This does not cover HSE-related incidents
iii. The following steps are usually covered by an emergency procedure:
1. MAINTAIN (or try to) AIRCRAFT CONTROL
2. ANALYSE THE SITUATION AND TAKE PROPER ACTION
3. Inform ATS if appropriate
4. LAND AS SOON AS POSSIBLE/PRACTICAL
g. Authorised cargo/sensors/
i. Description of installation/use of all cargo/sensors
ii. The weight of the sensors, 
iii. special consideration for CG (Centre of gravity) where appropriate
36 RPA System XX
To be repeated as above if the operators employs several RPAS types.
37 Appendices
 Checklists for the various RPAS types are attached as appendices.
Appendix 1: Emergency checklist RPAS X
Appendix 2: Normal checklist RPAS XX
Etc...
Avoid to create checklists that are very descriptive and contain a relatively large amount of text. In these cases, it is better to call them "procedures", and they belong in part B of the OM. Checklists should be simple, concise lists that are used during the pre-flight, flight and post-flight phases and utilise only few words to list the things that must be checked or executed, referencing the OM where appropriate. 
For example: 
1. Battery status…………………….checked   

2.
3. wind………………………………Under xx m/s   
4. Distance from the public…………..min. 150 m
5. Propeller……………………….Fastened using lock nuts (Torque XXN/m)
6. Camera…………………………On 
7. Autofocus………………………Off (Does not apply in the event of X)
etc…
(The OM generally describes the background for the various types of actions that should be checked. Less complex operations often mean simpler and shorter check lists.
Separate checklists for special operations may also exist in connection with SOP OM Part C).
APPENDIX A

38 Background and explanations to the ASCOS Project and the ESDs

38.1 The representation of accident scenarios

To aid in the modelling effort a systematic way of representing accident scenarios is needed. The core of a model based on accident scenarios is formed by events that may lead to accidents if safety barriers are breached. Because these events may lead to accidents they can be described as hazards. These hazards themselves occur due to sequences of events starting at a particular root cause. A particular hazard can be caused by multiple root causes, and the hazard can evolve in several types of accident. This is often represented by a bow tie, see Figure 1 REF _Ref349661101 \h 
 \* MERGEFORMAT . 
[image: image8.png]syusppoe

~|-J

S —)

535n22 3001




Figure 1: Bow tie

To represent the total aviation system multiple bow-ties are needed to capture all hazards that can lead to accidents. The failure of safety barriers after a hazard takes place also has root causes. These root causes also need to be represented in the model. For the purpose of ASCOS the accident scenarios are represented using event sequence diagrams (ESD) and fault trees.

An ESD consists of an initiating event, pivotal events and end states. A representation of a generic ESD is given in Figure 2 REF _Ref349661229 \h 
 \* MERGEFORMAT . ESDs provide a qualitative description of series of events leading to accidents. Because pivotal events can also cause avoidance of an accident, an ESD also models scenarios which lead to incidents and reportable occurrences. An initiating event represents the start of the main accident scenario. The initiating event of course also may have causes, and they are represented in a fault tree. Each pivotal event represents a possibility for the safety occurrence to develop into an accident, or a possibility that the accident is avoided. If all pivotal events contribute towards an unwanted outcome, than the end state is an accident or serious incident. If a pivotal event causes avoidance of an accident the end state is a safe continuation of the flight. A single ESD therefore can represent more than one accident scenario, and also represents accident avoidance scenarios. In case of the generic ESD of  REF _Ref349661229 \h 
 \* MERGEFORMAT  there are 2 accident scenarios and 2 accident avoidance scenarios, see the solid red (accident) and dashed yellow (accident avoidance) lines in Figure 3 REF _Ref349661643 \h 
 \* MERGEFORMAT .
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Figure 2: Generic representation of an ESD
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Figure 3: Representation of accident scenarios (red) and accident avoidance scenarios (yellow) in an ESD

An ESD with its associated fault trees can be seen as a combination of bow ties. This is visualized in Figure 4 REF _Ref349662649 \h 
 \* MERGEFORMAT . Each fault tree can be seen as the left side of a bow tie, while the combination of pivotal events can be seen as the right side of a bow tie. Multiple ESDs are needed to represent the total aviation system. 
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Figure 4: ESD bow tie

38.2 The Fault Tree Analysis
Fault trees are used to represent the root causes of both the initiating event and the pivotal events of an ESD. A generic fault tree is given in  REF _Ref349662028 \h 
 \* MERGEFORMAT . Fault trees connect to the events in the ESDs: the top-event of the fault tree corresponds to the initiating or pivotal event in the ESD. The fault tree either shows failure propagation towards the top-event, or provides a specification of the top-event.  A fault tree event is defined such that it is a “fault” or “failure condition”, not a “positive” event.  It is unambiguously and clearly defined, generic (e.g. not based on a specific historic incident or accident), measurable and quantifiable. Each fault tree contains events that are stated as faults and are combined by logic gates.
The Fault Tree Analysis is a technique that typically requires knowledge and experience. The applicant that is not familiar with this technique should refer to the Fault Tree Handbook with Aerospace Applications published by NASA and available for free at the following internet address:

 http://www.hq.nasa.gov/office/codeq/doctree/fthb.pdf
This handbook contains, among other things, 13 fundamental rules that shall be followed for a successful fault tree. The applicant shall familiarize with these rules and ensure they are consistently applied in the FTA. As a minimum the applicant should study Chapters 3 and 4 of the handbook and ensure that the concepts therein described are reflected in the FTA presented to the authority.
The handbook will introduce several different types of Fault Tree Gates. For the purpose of the GALLO, however, only two gates (AND and OR) should be used, unless a different type of gate can be shown to be absolutely necessary.
	AND-gate
	a certain event occurs if the underlying events occur simultaneously

	OR-gate
	a certain event occurs if at least one of multiple underlying events occur


Another excellent source of information to perform the Fault Tree Analysis is the SAE ARP 4761 “Guidelines and methods for conducting the safety assessment process on civil airborne system and equipment” and, in particular, the Appendix D “Fault Tree Analysis” of the document. The document can be ordered directly to SAE International.
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Figure 5: Generic representation of a fault tree
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CAUTION:


PLEASE NOTE: ONLY A COMPLETED GALLO INCLUDING THE EVENT SEQUENCE DIAGRAMS IN SECTION “F” WILL HAVE THE POSSIBILITY TO OBTAIN AN APPROVAL AND CAN THEREFORE BE PROCESSED.


PLEASE READ CAREFULLY THE INSTRUCTIONS GIVEN IN THE INTRODUCTION UNDER SECTION 2: “How to complete this Manual” AND THE APPENDIX A: “Background and explanations to the ASCOS Project and the ESDs”


 











( this paragraph may not be applicable to natural persons 


� Or is requesting authorisation for


� Documentation from the manufacturer can be used or referred if already notified to the authority. Credit can be claimed for certified products (e.g. airworthiness of the RPA) or certified parts (e.g. E/TSO authorized detect and avoid).












